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The need 

 Standardized security content in a single store  
 (Many standards today CVE, CPE, CCE, CVSS, CCSS, XCCDF, OVAL, OCIL, AI, ARF) 
 

 Content aggregation from distributed repositories  
 NIST Repository 

 MITRE OVAL Repository 

 OS Vendor Repositories 

 Product Vendors Content (Supported) 

 SecPod Repository (Supported) 

 

 Content Management 
 Global and Local Search for appropriate content 

 Import content 

 Content distribution across SCAP products within the organization 

 Author/Customize content per organizational need 

 

 SCAP – all in an automated fashion 



SCAP Content Repository 



Deployment Scenarios 

 Organizational Content Server 

 Authoritative Repository Server 

 SCAP Product Vendor 



Roles and Use Cases 

 Organizational Users 

 Organizational Repository Administrator 

 A Consumer Program/Product 

 Content Authoring/Tailoring 

 

 

 

 

 



Organizational users 

 Search for appropriate content 

 Fetch specific content 

 Run Risk reports 

 

 

 

 

 

 

 



Organizational users 



Organizational Repository Administrator 

 Global and Local Search for appropriate content 

 Import content 

 Export the content based on policy and create datastream 

 Deploy to a Web, FTP container or Rsync server 

 Generate Risk Metrics and alerts 

 Maintain repository sanity 

 Manage organizational users and policies 

 



Organizational Repository Administrator 



Organizational Repository Administrator 



 

A Consumer Program/Product 
 

 Web Services model (WSDL) 

 Query what it wants – build programs with standardized 

search queries 

 Query its entitlements – List all Data Stream or Bundle it can 

fetch 

 Query the Data Stream or Bundle URI, URI can be HTTP, 

FTP, SCP, Rsync 



 

A Consumer Program/Product 
 

… 

… 



 

 Content Authoring/Tailoring  
 

 Search for appropriate content 

 Reuse content 

 Author content 

 Publish content 

 



 

 Content Authoring/Tailoring  
 



How we use at SecPod 

 As a Content Repository for a subscription based SCAP 

Content Professional Feed 

 Hosted at http://oval.secpod.com 

 

http://oval.secpod.com/


What next? 

 Global Registry 

 Standardize SCAP search queries 

 WSDL for Content Servers 

 Does it fit into Continuous Monitoring framework? 

 Productize SCAP Content Server 

 

 

 



Questions 

 

 

 

 

   bchandra@secpod.com 
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